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Introduction 
Many small and medium-sized businesses often lack adequate resources to identify, 
address, and respond to information security threats, which span a wide range of domains. 
This document aims to provide a comprehensive guideline that serves as a strategic 
resource for information security specialists, helping them evaluate, establish, enforce, 
and update security policies. Additionally, the guide will aid these professionals in 
presenting selected policies to stakeholders, enabling clear communication of each 
policy’s significance, functionality, impacted parties, and the reasons for its needs. 

Scope 
This document is intended to act as a guide for Fall River Data Security Solutions and their 
operations team to inform them how to implement IT-oriented standards and policies.  The 
goal will be to create a generalized, overarching approach to guiding stakeholders on how 
to implement, enforce, and revise information security policies. The guideline will contain 
intermediate levels of cybersecurity knowledge and references to other internal 
procedures. Processes such as vulnerability analysis, remediation, and other items not 
related to policies may be simplified without further explanation.
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Purpose 
The document aims to provide guidelines to develop written strategies for implementing 
eQective cyber security policies for small to medium-sized clients across various 
industries. These strategies will be presented in a generalized manner to minimize complex 
or overly detailed language that could lead to confusion or distraction for advisors. 

Relationship to the Defender Process 
At Fall River Data Security Solutions, we implement the following phases in our "Defender" 
package: 

  

Each of these steps gradually leads to the implementation of policies. These policies 
should be tailored to each individual business and not conformed to a standard or 
template that may not suit their needs.  

For each of the following steps, the related "Defender" process will be acknowledged in 
how they relate to the processes outlined here. This allows policy makers to reference 
standard operating procedures created for those methods. 
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Explanation of the Defender Phases 
Defender Phase Name Brief Description 

Inventory Management Comprehensive identification of all 
devices. 

Topology and Infrastructure Creating a visual representation of the 
organization's assets. 

Configuration Management Establishes secure, standardized settings 
that safeguard organizational assets from 
unauthorized access 

Secure Work Environment Controlling physical access, expanding 
from LAN to WAN domains. 

Education and Awareness Train and secure client and their 
employees. 

Backup and Archive Create baseline images and backup critical 
information.  

Policies Research, implement, execute, and revise 
policies tailored to the business. 

Final Report Generate comprehensive final reports. 
 

Operational Process 
Policy design doesn't happen in a bubble; it is a phased approach that starts with an 
understanding of the overall network topology, needs of the stakeholders, and an 
understanding of policies or standards currently in place. 

Although the Defender process may appear to conclude with Policies, from an operational 
perspective, this stage marks the commencement of a new and cyclical phase that 
requires careful planning and ongoing management. 

Analyze Target 

RELATED DEFENDER PROCESSES:  
Inventory Management 

Topology and Infrastructure 

Configuration Management 

Secure Work Environment 
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Education and Awareness 

The first step in the cyber kill chain is reconnaissance - adversaries are using a variety of 
tactics, techniques, and procedures to piece together their target's (your client's) profile. 
Depending on how public your client's business is, there may already be an assortment of 
information available through OSINT and other surface level tactics, moving adversaries 
quicker through the kill chain. 

Preparation 
It is expected that the client's topology will be thoroughly inspected, inventoried, and 
tested for glaring vulnerabilities before any other operational phase takes place. While the 
intricacies of these processes will not be covered in this guideline, there are a multitude of 
tools and resources available to guide your team through the analysis stage. Balancing 
budget, eQiciency, and 
timeliness is key to 
staying on track during 
these complex 
operations. 

Creating visual aids 
such as a risk matrix can 
help identify the most 
critical vulnerabilities 
and allow stakeholders 
to easily process 
information.  

Important: Only 
proceed when given full, 
written consent by the 
client and its 
stakeholders. Consider 
having an NDA and SLA 
template readily 
available.  
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Target Considerations 

Network 
Location 

Tasks 

Internal Identify critical business assets, systems, and data requiring protection 
within the network and IT infrastructure. 
 
Review existing IT systems, software, and hardware to pinpoint 
vulnerabilities and outdated components. 
 
Evaluate user access controls, authentication mechanisms, and 
administrative privileges. 
 
Analyze incident response and disaster recovery capabilities currently 
in place. 
 
Identify gaps in security awareness among personnel and opportunities 
for training. 
 
Determine compliance requirements relevant to the business, such as 
data privacy or industry-specific regulations. 
 
Prioritize risks based on likelihood and potential impact to operations. 

Edge/External Assess current network architecture, including segmentation, 
connectivity, and points of external exposure. 
 
Document common network traQic patterns and monitor for anomalies 
or unusual activity. 
 
Map third-party connections, integrations, and external service 
providers that interact with IT resources. 

 

Identify Appropriate Frameworks 

RELATED DEFENDER PROCESSES:  
Policies 

Introduction to Frameworks 
Information security frameworks are structured sets of guidelines, best practices, and 
standards designed to help organizations manage and protect their information assets. 
These frameworks provide a systematic approach to identifying, assessing, and mitigating 
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risks, ensuring compliance with regulatory requirements, and strengthening their overall 
security posture.  

Commonly Used Frameworks 

Framework Sponsoring 
Organization 

Description 

Control Objectives for 
Information and Related 

Technologies (COBIT) 

Information Systems Audit 
and Control Association 

Focuses on governance and 
management.  

CIS Center for Internet Security Prioritizes activities over 
roles and device ownership. 

COSO Integrated 
Framework 

Committee of Sponsoring 
Organizations’ 

Focuses on ensuring 
reliable financial reporting 
and complying with laws 

and regulations. 
ISO IT Security Standards International Organization 

for Standardization 
Focuses on quality 

management, information 
security, and environmental 

management 
 ITIL Framework Information Technology 

Infrastructure Library 
Focuses on general 

management, service 
management, and technical 

management. 
NIST IT Frameworks National Institute of 

Standards and Technology 
Includes standards for 

cybersecurity, risk 
management, and privacy. 

Payment Card Industry 
Data Security Standard 

PCI Security Standards 
Council 

Focuses on payment 
methods, vendors, and 

developers. 
 

By leveraging these frameworks, organizations can establish clear policies, improve 
security awareness, and ensure their IT resources are managed in a consistent and 
eQective manner. 

Aspects of framework: Vendor and project management, governance and management 
principles, IT risk management, controls, and resiliency, Incident response, measures, and 
audits 

Three domains of Risk framework: Risk governance, risk evaluation, and risk response 

Industry specific 
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"An eQective IT security policy framework also enables management to deliver value to the 
business." ß IMPORTANT FOR STAKEHOLDERS 

Using multiple frameworks for diQerent domains 

Controls and risk become more measurable with frameworks 

"A study published in 2019 identified the top four best practice frameworks: ISO 270000 
series; PCI-DSS; NIST; and CCIS Critical Security Controls" 

Meet with Stakeholders 

RELATED DEFENDER PROCESSES:  
Education and awareness 

Policies 

Preparation 
By this time, your team has already worked closely with the stakeholders and established 
trust. This part of the process can be seen as a formal assembly between the team and the 
stakeholders to deliver a central progress report on how the operations are going so far. It 
also serves as a transition into the more administrative aspects of the operations. 

The underlying ideology behind this is securing the client's network topology and 
information systems through top level processes, policies that will clearly dictate the 
standards through a variety of domains. 

Gaining an ally in the stakeholders could provide needed leverage at this stage. This 
individual could be the owner, CIO, director of technology, finance manager, or any other 
potential influencer. Think of them as an agent of change. Someone that will understand 
the mission and fight for your team during those critical decisions. 

Inspiring Change 
There are eight steps in Kotter's change model. They include: 

1. Create urgency 
2. Form a powerful coalition 
3. Create a vision for change 
4. Communicate the vision 
5. Remove obstacles 
6. Create short-term wins 
7. Build on the change 
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8. Anchor the changes in corporate culture 

At this stage of the guideline, the initial three steps have been initiated, and preparations 
are underway to advance to the fourth. It is advisable to pause for thoughtful self-
assessment. Consider the following reflective questions: Have we successfully established 
a strong and influential coalition? Have we clearly demonstrated the imperative for 
change? 

If the responses to these questions cause any discomfort, it is advisable to initiate the 
process of building trust with the client from the beginning. Furthermore, consider having 
the following information available for executives during your consultation: 

• The level of commitment being asked of their team 
• The impact of the policies on the current environment 
• The value the policy brings…what risk the policy addresses 
• The metrics of success. 

Presenting Change and Policy Initiatives to Stakeholders 
When engaging stakeholders, especially executives and decision-makers, it is essential to 
tailor your presentation to address their priorities and concerns. Here are several eQective 
strategies to ensure your message resonates: 

• Start with the Big Picture: Open with a clear statement of the change or policy’s 
purpose and its alignment with organizational goals. Provide a concise overview of 
how the initiative supports the company’s long-term vision. 

• Highlight Benefits and Risks: Emphasize the value the policy brings, including risk 
mitigation, operational improvements, and alignment with regulatory requirements. 
Use concrete examples and data where possible. 

• Visual Aids and Storytelling: Use diagrams, flowcharts, or infographics to simplify 
complex information. Incorporate brief stories or case studies that illustrate real-
world impact. 

• Clarify Team Commitment: Clearly outline what is required from each stakeholder 
group, including resource needs, timelines, and expected outcomes. Transparency 
encourages buy-in and accountability. 

• Interactive Q&A: Reserve time for questions and discussion, allowing stakeholders 
to voice concerns and contribute ideas. This promotes engagement and 
collaborative problem-solving. 

• Metrics and Measurement: Present key performance indicators (KPIs) that will be 
used to track progress and success. Demonstrate how results will be monitored and 
reported. 
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• Next Steps and Follow-Up: Conclude with a summary of actionable items, 
responsible parties, and a timeline for reviews or updates. Continue to maintain 
open lines of communication. 

By combining these approaches, you can create a compelling and informative presentation 
that addresses stakeholder needs, builds trust, and facilitates successful implementation 
of change and policy initiatives. 

Implement, Enforce, and Revise Policies 

RELATED DEFENDER PROCESSES:  
Education and Awareness 

Policies 

Gain User Acceptance 
Gaining user acceptance is a foundational element of successful security policy 
implementation. Without broad buy-in, policies can easily be interpreted as suggestions 
rather than clear requirements, resulting in inconsistent application across stakeholder 
groups. To foster acceptance, policies must be communicated in straightforward, 
accessible language that resonates with all employees, including those who rarely interact 
with IT systems or networks. 

Policies should be presented in a way that leaves little room for ambiguity. Think of it as 
explaining the rules to a child, where instructions are broken down to their simplest form 
using plain language, relatable examples, and visual aids when appropriate. This approach 
ensures that even the most infrequent users, or those with limited technical backgrounds, 
understand not only what is required, but why it matters. 

Remember, what may seem like common sense to IT or security professionals is not always 
obvious to every end user. Investing time in making policies approachable and relevant 
helps eliminate confusion and reduces the likelihood of accidental non-compliance. By 
emphasizing clarity, transparency, and open communication channels, organizations can 
build trust, encourage proactive participation, and lay the groundwork for sustained policy 
adherence. 

Overview of the Security Policy Process Flow 
The process flow for implementing, enforcing, and revising security policies begins with 
securing executive buy-in, which is essential for aligning cost and impact with 
organizational objectives. Next, policies are developed using clear and accessible 
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language, followed by comprehensive employee awareness and training initiatives to 
ensure all stakeholders understand requirements. After the initial rollout, policy 
implementation is carried out across relevant departments. 

Once policies are in place, ongoing governance and monitoring are established to track 
adherence and correlate with evolving business risks and potential threat vectors. This 
cyclical process ensures continuous improvement and adaptation, maintaining 
compliance and fostering a culture of proactive participation and sustained adherence to 
security policies. 

Visualizing the Process Flow 
Executive buy-in/cost and impact à Compliance à Control target state à Policy language 
à Employee awareness and training à Policy implementation à Governance and 
monitoring (correlated with Business risks and Vectors) 

Ensure Compliance 

RELATED DEFENDER PROCESSES:  
Education and awareness 

Policies 

Introduction 
Ensuring compliance with organizational security policies requires a well-defined 
governance framework, clear accountability, and eQective communication across all levels 
of the organization. The following guidelines outline the essential components for achieving 
and sustaining compliance throughout the duration of the organization's business. 

1. Governance Framework and Risk Management 
Implementing a robust governance framework enables the organization to identify, assess, 
and mitigate risks systematically. Once established, this framework facilitates prompt 
responses to audit requests and supports the measurement of risk in several key areas, 
including: 

• Alignment with industry-leading practices and standards 
• Coverage of organizational risk by implemented controls 
• Ongoing adaptation to new and evolving threat vectors 

2. Policies Across Domains 
It is crucial to address a multitude of vectors, such as user, workstation, LAN, WAN, and 
remote access domains, to ensure comprehensive compliance. Each domain should have 
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clearly defined controls and procedures, which collectively contribute to overall 
organizational security and regulatory alignment. 

3. Policy Enforcement and Leadership Accountability 
EQective enforcement of security policies is best achieved through employee leadership 
and management. Enforcement responsibilities may be shared among general counsel, 
executive management, human resources, the information systems security organization, 
and front-line managers or supervisors. This hierarchical approach ensures policies are 
upheld at every organizational level. 

Stakeholders may consider establishing committees, such as project, architecture review, 
external connection, and vendor governance groups. These groups could oversee and 
review policy adherence within their respective areas. 

4. Monitoring, Consequences, and Continuous Improvement 
Employers have the right to monitor workers' activities on company computers and 
devices, ensuring compliance with established policies. Non-compliance may result in 
consequences as outlined in the organization's disciplinary procedures, which can include 
formal warnings, loss of access privileges, or other corrective actions as deemed 
appropriate by leadership. 

Continuous monitoring of policy adherence, coupled with regular reviews and updates, 
ensures ongoing alignment with organizational goals and evolving business risks. Feedback 
from surveys, focus groups, interviews, and other tools, should inform policy revisions and 
improvements. 

5. Communication and Employee Engagement 
Open communication channels and regular training initiatives help employees understand 
policy requirements and their role in maintaining compliance. Making policies accessible 
and relevant reduces confusion and encourages proactive participation, laying the 
foundation for a culture of sustained adherence. 

Monitoring the Policy Cycle 

RELATED DEFENDER PROCESSES:  
Policies 

Maintaining Policy and Standards Library 
Building a policy library. Will they be hosted on a server somewhere? How do employees 
access policies? 
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Updates and revisions. How do you correct broken links, typos, etc. They may be minor or 
major in significance.  

Use information provided by: exceptions and waivers, requests from users and 
management, and changes to the organization 

• "Establish a cohesive and coherent document organization taxonomy that leaves 
you with room for growth and changes.  

• Use a collaboration tool for developing documents that allows others access to 
drafts early in the development cycle. It should be easy to solicit reviews and 
comments. 

• Establish a repeatable review process for your draft documents. 
• Publish your library in a form that your organization is already using. 
• Establish a policy change control board to help ID major changes to the library and 

keep it up to date. 
• Create a 'lessons learned' process to improve the policy through feedback and 

review of major events." 

 

Receiving feedback from employees or management 

Change control board or change advisory board. How do they come into play? 

Changes may come from: business exceptions, business innovations, strategic changes, 
legal changes, regulatory changes,  

 

References 
Security Policies and Implementation Issues (3rd Edition) - Robert Johnson & Chuck 
Easttom 

Division of Disability and Rehabilitative Services - Risk Matrix Information Sheet 

Definitions of Key Terms 
Business Risk Describes how the policy will reduce risk to 

the business and, more specifically, how it 
will reduce risk to an acceptable level 

LAN Local Area Network 
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NDA Non-Disclosure Agreement.  
OSINT Open Source Intelligence. 
SLA Service Level Agreement. 
WAN Wide Area Network 
Vectors  

Revision History 
   

 

"Implementing. Governance framework can allow the organization to identify and mitigate 
risks in an orderly fashion. Once in place, the ability to quickly respond to audit requests 
drastically improves. The framework provides the ability to measure risk in a few ways: In 
the context of how well the organization has implemented leading practices; in the context 
of how much of the organization's risk is covered by the resulting implemented controls." 

Is it important to talk about diQerent domains and how they relate to ensuring compliance? 
What are the "consequences" for not following policy? 

Information security teams do not enforce policies; enforcement is most eQective when 
employee leadership manages employees in a way that encourages policy adherence. 
Enforcement can also come from general counsel, executive management, human 
resources, information systems security organization, or a front-line manager/supervisor.  

Hierarchical organizational approach 

DiQerent committees (Project, architecture review ,external connection, vendor 
governance, etc.) 

"…Employers have the right to monitor workers' activities on company computers." 
Computers AND devices. 

 


